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1	Decision/action requested
This contribution adds questions and interim agreements for Issue #8.2: Security mechanism differentiation for network slices. 
2	References
[1] 3GPP TR 33.899v1.1.0 (2017-3) Study on the security aspects of the next generation system
[2] 3GPP TS 22.261v2.0.0 (2017-03) Service requirements for the 5G system; Stage 1
3	Rationale
This contribution proposes a list of questions that may lead to interim agreements, addressing key issue #8.2 Security mechanism differentiations for network slices, for TR33.899. 
4	Detailed proposal
It is proposed to approve below pCR. 
**********************Begin of changes********************************
E.8.2 	Questions and Interim Agreements for Key Issue #8.2
E.8.2.0 	Questions in other clauses affecting this key issue
none. 
E.8.2.1 	Security mechanism differentiation for network slices
E.8.2.1.1 	Description of Question
If different types of slices have different requirements of keys (e.g. key length or policies of key expiration and so on) because of different service requirements, should there be slice-specific keys for different slices when one UE simultaneously access to multiple network slices which are different slice types  ?
E.8.2.1.2 	Interim Agreement
TBD
E.8.2.2   Different Security mechanisms and policies
E.8.2.2.1 Description of Questions
The 5G network will be a service-oriented network and different network slices may have different services and thus security requirements. For example, as described in 3GPP TS 22.261[2], IoT devices drive a need for secure mechanisms to dynamically establish or refresh credentials and subscriptions. High-end smartphones, UAVs, and factory automation drive a need for protection against theft and fraud. A high level of 5G security is essential for critical communication. Expansion into enterprise, vehicular, and public safety markets drive a need for increased end user privacy protection.
In TR33.899, there are a few solutions proposing security mechanism and policy negotiation, including authentication methods, types of credentials, subscriber repository, controlling policies and security policies. (e.g. encryption algorithms, integrity protection algorithms, the lengths of keys, and the key expiration period).
Hopefully, the answers to the following questions are helpful for reaching agreement on this key issue.
Question 1: Is it allowed to have different authentication methods for different slices? 
Question 2: Is it allowed to have different types of credentials, if defined in SA3, e.g., IMSI or device certificates, for different slices? 
Question 3: Is it allowed for different slices to use different AUSF/ARPF? 
Question 4: Is it allowed for UE to negotiate security policies, including encryption algorithms, integrity protection algorithms, the lengths of keys, and the key expiration period etc., for slices it intend to accesss? 
E.8.2.2.2 Interim Agreement
1. Different slices may use different authentication methods, e.g. It is possible that EPS-AKA is used for one slice whereas EAP-TLS or EAP-PSK is used for another slice.
2. Different slices may require different types of credentials, e.g., IMSI, certificates, or others agreed in SA3.. 
3. AUSF/ARPF may be used only for one slice or a set of slices, instead of all slices.
4. UE may negotiate security policies for Network Slices, e.g. encryption algorithms, integrity protection algorithms, the lengths of keys, and the key expiration period etc.

*********************************End of changes*******************************


